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HARMONY ENDPOINT:

‘ ’ Harmony
Endpoint

COBPEMEHHAS! 3ALLUTA PABOYHX CTAHLIMH

70% S $1 mau

yCrelHbIX aTak HaunHaTCs MOXeT flocTuraTthb yuepb ot

¢ paboynx cTaHuu aTak Ha KOMMNaHUKU Masnoro
n cpefHero busHeca. 63%
nofobHbIX aTak ycneLuHbl

#1 100%

3aWnTa
Harmony Endpoint M3 ThicAY 3aKa34nKOB,
nokasasn HauBbICLUNNA MCNonb3yoLmnX
YypPOBeHb 3aLnThl, Onepeamns Harmony Endpoint,
peLleHns Lpyrux BeH[0poB HUKTO He nocTpagan ot
(NSS Labs AEP 2020) WMPOKO PacnpoCTPaHeHHbIX

N TapreTmpoBaHHbIX aTak*

* no cocToaHMIo Ha anpens 2022

[1nA 3aWuTbl OT TAPreTUPOBaHHbIX aTaK U WHPPOBANbILUKOB AaHTUBUPYCA HE [OCTAaTOYHO

B coBpeMeHHOM 04€eHb AMHAMUYHOM MUpPe COTPYLHUKAM
NPUXOAMNTCS MHOro paboTaTb B MOBMALHOM pexume. OHK
pellatoT Maccy pabounx 3agay BHe oduca, npuyeM He MeHee
adpdekTnBHO. KopnopaTuBHble MNOJIb30BaTENN YATAKOT MNOUTY
B TPaHCMoOPTe, a Tak>kKe NoJyyaloT AoCTyn K dannam u pecyp-
caM 13 JoMa UK Yepes ToYKY A0CTyna B kade. Takon pexnm
TpebyeT obecneyeHns HageXXHOM 3aLUTbl NOSb30BaATENbCKMX
YyCTPOMCTB OT Knbepyrpos.

OBbIYHbI @aHTUBMPYC MOXET 3a610KMpOBaTh TOJIbKO YacCTb
aTak, CUrHaTypbl A5 KOTOPbIX Y>Ke cyliecTByoT. Micnonb3ys
LOCTYMHbIe UHCTPYMEHTbI A5 MOAUUKALUM aTaK «Ha NIETY»,
XaKepbl MOTYT JIerko 06X0ANTb TPAAULMOHHYIO 3aLUTY, 4TO
MPUBOAUT K CTPEMUTEbHBIM MacLUTabHbIM B3JTOMaM CO 3HaYM-
TeNbHbIM yuepboM. [pepoTBpalleHune aTak, B TOM Yucie noka
HEeN3BECTHbIX, Ha YyPOBHE paboyei CTaHLUM CTAaHOBUTCS BaX-
Helwnm TpeboBaHMeM K cucTeMe Be30NacHOCTU OpraHn3aLnii.

CoumanbHyo HXeHeputo, GULLIMHT, aTaky Yepe3 BHelwHMI Wi-Fi, wwndpoBaHHbI Tpaduk, BpegoHocHoe 10

¢ dnel-KapT, FOpU30HTasIbHOe PacnpoCcTpaHeHWe yrpos,

becTenecHble aTakn MOXKHO OCTAaHOBUTb TOJIbKO

Ha pa6o'-|e|7| CTaHUWW — C MOMOLUBIO NPOABUHYTbIX TEXHOJIOrUN.

lonnan 3awuta paboyeit cTaHLuu

YMeHbLWUTb niowanb atakm

Firewall, Application Control,
Port Protection, VPN

PaccnepoBatb
M COCTaBUTb OTYET

XpoHuKa aTaku: nocnepoBaTesb-
HOCTb CODbLITUIA, TUMN aTakuy, TOYKa
BXOAa, UHAMKATOPbI, TekyLlee

cocTosiHme, ywepb, MITRE ATT&CK @

EDR

\( )

3abnokupoBaTtb yrposy
M YCTPaHMTb NOCNeACTBUSA

Anti-Bot, FW, Anti-Ransomware,
Forensic Remediation, kapaHTuH

MpepoTBpaTUTL aTaKy

Anti-Virus, Threat Extraction,
Threat Emulation, Zero
Phishing, FW, Anti-Exploit,
NGAV

Harmony
Endpoint

06Hapy>UTb No NoBeAeHUIo

Behavioral Guard,

AEP Anti-Ramsomware, Anti-Evasion,
Threat Hunting, Anti-Fileless,
Anti-Bot, Machine Learning



HARMONY ENDPOINT - koMnneKc yHUKanbHbIX TEXHONOT Ui

MonHoueHHas 3awmTta B Harmony Endpoint cTana Bo3MoXxHoW
6narogaps MCNoNb30BaHWUIO LEeNoro psfa YHUKanbHbIX TeXHO-
norun, paboTalWmnx Ha pasHblx cTaguax ataku. LWudposaHue
nanubix, VPN, nokanbHbii MexceTeBoW 3akpaH u Application
Control yacTo no3BonsatT Boobuie nsbexats ataku. B cnyuae,
ecNln aTaka Bce-Taku cocTosanach, TexHonoruu Zero-Phishing
nURL Filtering orpaHnyaT gocTyn K Bpe4OHOCHbLIM carTaMm, Anti-
Virus 3alWnTUT OT M3BECTHbIX Yrpo3, a Threat Extraction (MrHo-
BEeHHas KoHBepTauusa dainnos B 6esonacHyio dopmy) u Threat
Emulation (guHamuuecknin aHanms] 3abrokupyloT HeusBecT-

Hble. Habop TexHonornMin noeBefeHYeckoro aHanmaa, Takux Kak
Anti-Evasion, Anti-Exploit, Anti-Bot, Anti-Ransomware v gpyrue,
Mo3BONIAIOT OTCMeAUTb M OCTAaHOBWUTb OMACHY akTUBHOCTb.
HEP nocTosHHO aHanu3upyeT noeBeaeHne cucTemsl (onepauum
c dainamu n npoueccamMu, U3MeHeHus peecTpa 1 ceTeBble coe-
OuHeHnd), 1 coxpaHaeT MHGopPMaLMIo 0 COBLITUAX OKaNIbHO Ha
XecTkui anck. B cnyyae nHumpeHTa ata nidopmayms nos3so-
NFeT He TOJIbKO MOHATbL BCIO CXEMY aTaku U 0TCAeANTb ee BNOoThb
[0 ee BO3HWKHOBEHWS, HO U BEPHYTb CUCTEMY B M3HAyallbHoe
COCTOSIHME, B TOM YMCJIE€ BOCCTAHOBUTL MOBPEXAeHHble hanbl.

FORENSIC ANALYSIS - aBToMaTHyeckoe paccnefoBaHue HHUMAEHTA
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. CLEANED Ganderypt MEDIUM Endpoint Behaviors! Guard ind exe  gen.win.ps.oncodrep.a Dan
Aevcteua? status malware family severity triggered by trigger protection name user
iiu ATTACK STATS What sort of connections and processes were involved? ‘ BUSINESS IMPACT What was the potential damage done? -
Kakow
HaHeceH
Malicious Seript = Data Privacy 2
e 1 Connections e 2 F‘mcessss @ 47 Changes 'h 1 Violation yiep6?
@) ATTACKTYPES  Whatiwere the amacks types seen or preverted? B REMEDIATION  erealincident created loments removed?
ransomware tajan
100% 100%
I'me cnaboe &) ENTRVPOINT o cid it enter the system? 4 2
3BeH0? Touka
& terminated processes & quarantined/deleted fies

npOHMKHOBeHMH Incident started through WI

6 INCIDENT DETAILS (4 processes) How da | analyze further? e- SUSPICIOUS ACTIVITY (8 categaries) What happened in the system?

GOR) PeanbHas nu
MonHas KapTuHa !
Pa3BUTUS aTaKM. o Windows Trace Termination (2 vents) 370 aTa K';a nnm
P esse . Windows Dir Lurking (2 events) noxHan?
é O ssee Script Execution (2 events)
ssee Ransom Message Creation (592 events)

lMakeTbl NOCTaBKM

LleHTpann3oBaHHoe pa3BepTbiBaHWeE U ynipaBieHune™*

Access Control, Port Protection, VPN

AHTuBMpYC creaytowero nokonenus (NGAV)**

Firewall, Application Control, Port Protection, VPN

Zero-Phishing, URL Filtering

Endpoint Detect and Response (Forensic Analysis), Threat Hunting
Threat Emulation and Extraction

3awwTa garHbix (Full Disk Encryption and Media Encryption)

* Bce nakeTbl ynpaBnstoTCs ¢ NOMOLLbI0 NNaTGOPMBI yrpasieHus
SmartEndpoint, passepHyToit nokanbHo unu B obnake

** Bce nakeTbl HEP MoryT kak MHTErpupoBaThCs C CYLLECTBYIOLUM AHTUBUPYCOM,
Tak 1 NOSHOCTLIO €r0 3aMeHUTb 3@ CYET BCTPOEHHOM0 aHTUBUPYCHOIO ABMXKa
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